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Step 1: Login Traffic— Port 443
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Users and Clients —

Leostream
Web browsers, Connection
Leostream Connect, Broker
and Thin Clients
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Leostream Remote Access Workflow — Step 1: Login
Leostream Gateway configured to forward 443 traffic to the Connection Broker.

Traffic continues along 443 until the user requests a connection to one of their Leostream
offered desktops. At that point, depending on the user’s protocol plan, the Connection
= | Connection Broker selects a Gateway to use for the desktop connection. Broker

= ]
E : Internet &- & < > N
Login Login

Traffic Optional Traffic

X 4
Port 443 Firewall Leostream Port 443 i Port
= ] Gateway 443

Client Devices:

Web browsers, Internal Network
Leostream Connect,
PColP Zero Clients Leostream
Desktops with Agent
External Leostream Trafflc
Agents
Network po,.t
8080
Internal
Network - Lo s .
Arrows indicate direction in which communication is established. Responses return on same port.
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Step 2: HTMLS Connections

Traffic from the user’s Web browser to the Leostream Gateway is along 443. The

@ Leostream Gateway initiates a connection to the hosted desktop on the display Leostrea}m
protocol’s port and then returns the display traffic to the client along 443. Connection
Broker
HTMLS5 Traffic
-- Port 443 L
=11 eostream
@ Internet = {} Gateway nY
Optlonal
Firewall A
Port 3389, | Desktop Port
22,and | Connection 443
Hosting Platform VNC ports Traffic
Users with Web
Browsers
Leostream
Desktops with l l l Agent
External Leostream & o o Traffic
q-—__.
Network Agents
8080
Internal
Network o T ) — -
Arrows indicate direction in which communication is established. Responses return on same port.
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Step 2: Client-based RDP, RGS, and TGX Connections Forwarded on a Random Port

If the Leostream Gateway is configured in the Connection Broker to use a random port for

forwarding traffic, the user’s client connects to the Gateway on a port in the port range you Leostream
specified for your Leostream Gateway. Desktop traffic leaves the Leostream Gateway on the .
- . ) Connection
display protocol port. Stateful firewalls ensure the desktop connection returns to the Broker
Gateway to be forwarded back to the user.
P ) ‘e ~
TCP and UDP
Port 20001-23000, "
by default Port3389, | Desktop Port
42699, Connection 443
Hosting Platform 40001, etc Traffic
Web Browsers and
Leostream Connect
Clients Leostream
Desktops with l l l Ager}t
External Leostream ol o o o Traffic
Network Agents ‘ I | I ‘ _J E‘T
8080
Internal
Network
Arrows indicate direction in which communication is established. Responses return on same port.

tZ Vv }% V]VP %}ESe Jv C}HE VA]E}vu v3U | % Jv ulv 3Z (}oo}A]JvP\

X SA v3EZ o0]vd v >}e8E u'3ACrdz >} u's3AC (
& vP }( Tiiii 8} 1 (3 E *1§}% }vv S]}v SAIE] X uA]vyRESYP ]
> }e3E u 'S A C r>5IvP §7Z *131% }vv 3I}¥ W}ES Z vP

7w



X SA v 3Z > }+8E u'38AC v Z}3 *18}% t dZ %e}ES %o V
% E&}S} }o CIu e U (JE A u%o0o UdW v h W %IBSOTGEE(IE Z V
Z u}s 1p&E8S S§Z 8§ o0SZ}uPZ d'y TXi & <u]E * }voC % }ES oiiiiU :
(Moo CE VP }( %}ESe (E}u Oiiii 8§} 0iiio 8Z}sv]*SEvw{E (}E& d'y

Z <p]E W}ESs AZ v &}EA E JvP 0] v3r dZ]E]«+WoESQ EFI Mo }C
s] A E+ pe]vP Z v }u W}ES. &]os E C o] v8 /W

dZ %)}ESe E <u]E Az v (Jod EJVP §Z
e v EAZ E o] v8 /W
> }eSE u 'S

(JEA & JvPuEUA]4u€ o] v§ /
E e« AE v}$ §1 v ]vs} JUVEX /v §Z]e o v
AC JV(JPUE » (]E A oo E] Z EW + EZ < §( SPvijhs Bfev:

o] v8X
7 tZ v }V(JPUE]VP > }«3E u '8 A Ce 8} (Jos E }VVES$wU ] §Fv 0]
> }e3E u'SAC ] % 3 (E}usSZ o]vs A EQ veuEASIXSE
Je 8 u% 3} (JEA & $Z }E]P]v o o] v8 /W E ¢ | \KSZ EAIRGYEA G
§Z > }*SE u 'S

§ AC Aloo « 00 0] vd A] ¢ ¢ 3Z /W XE e }( 8Z



Z <pM]E WIESe AZ v &} EA E ]vP

0] VSrdZ ]| E]J*fWoECW EPSIn}e]} &

He]VP S§Z ]*%0 C WE}S} }o W}ES. &]osS &E C o] v§ /W

I( CYUE > }+83E u 'S ACe E Z]v o} ov E JE [WEVAV®oU Clu

0 EP %}ES E VP X /v §Z] + U C}u Vv e+3838Z >}e§@Gou's AC &}
SE ((] o}vP 8Z J¢%0 C % E}S} }0o %}ESU (JosS & G o] vs /W E

dZ]e }V(]JPHE §]}v ]J* & <u]E J( (JEA E JvP tWEIAE FEvV ((]JESIXd E
Iv §Z]s » v E]J}U SE ((] (Elu 8Z o] vsd A] 8} 38Z+%o}GE u '3 AC
% E}S} }o %}ESX dZ]e SCE ((] u C dW v hW ¢ X % v JvP }v §:
dE ((] o AJvP 8Z > }«3E u '3 A C v P}VP}3}03EP &B)2S ]+%sbS %o |°
% E}35} 10 %} ESX &}E §Z PEE VE0C *U% %} ES 00}A%X% C % E}S} }ool

x D] EB}*}(SZWtdW v h WIiiod

X ,We vS§E 0 Z u}S }}StdW v h W 61600

x E/ S 0] vSr - }vv §]}ve t d W v h W 60801

x E/ s ,dD>iA }vv S]}ve t d W 00017

x E}D Z]v o] vS8r }vv S§]}ve t d W v h W dili

x E}D Z]v ,dD>iA }vv S§]}vet d W 06001

x D Z Cv d'y iXiitdW v h W d8iiiirdiiié

x D ZCv dy i XAEtdW v h W aiiii

Xx " Co o}u t}EIeS S]}v ,dD>A }vv S]}ve t d W 007

x dE& ]I WI3IWtdW v hWadiéiu d W Ailiiiraiiil

He SZ > }e3E u '3 AC pe «3Z 0] v3 /W E *+ « % ES }(3Z 0

in



E JE& S+ 5Z SE ((]USZ pe & v }vv S 38} e]JvPgvyv «8Sfm}IULS S]u

S§Z ]E (]E*S *IS}% (}& }vv S]vP 8} « }v AHSd %o Ju=]VE S¥ < u
}vv § 8§} e+ }v *18}% pe]VvP ](( & v8 ]*% o0 C 3pvP}S} }oU (JE A
*15}% He]VP Z W v e }v *18}% pe]VP Z u}sS }}eSX

tZ v pe]JvP A~ Co olp t}EI§ §]}vU He SZ > }e8E WZR A C (JEA
% E}E} 10 }V %} ES 387U §Z pe € ] uv o0 SEPIBZIE} >IE}%E v jo Ty
§Z C ]* }vv & (E}u 8Z ]JE ~ Co oO}p t}EI§ §]IvX

Iv PvEoUS Z]e>1}8E u'3AC((EA E ]JvP u 3Z} G} EEe <35 ]v
0}PP]vP Jv (E}u pv]<p o] vS /W E +¢ X dA} & w}So}u3@Wv o P]VP
v}8 o0 8} eJupod v }peoC }vv & 3} el8}% e AZ VC(I%E®}E&E NoP %P S
(Jos & C o] vs /WX



t}EI]VP A]J$Z W }/W Z u}s t}EI+% &]}v & -

HEE vE30CU 8Z > }3E u'S$AC v (JEAE W }WSEVE(JEHIE pe d
W }/W *"}(A E o] v8 ~o uv Z (E}u > }eSE u}dvv}@GlodE]yvy 3} W
E U ]Jv opu JvP 8Z upo 8 ,}81 C <sD AES v E+X dZ]+}Yv3Sa®} oo0}A-.
ZIPZr% E(}EuUu v A}EI+3 §]}ve (E}u Z}u U AlSZ}us GUSIVEIME Z E A
v E% E]e E d }v(]JPUE S]}veX

Z}u uped JIV(]JPUE S8Z > }3E u'3AC 3} (1A BDBIE} [P %ONER EZ
(Jos & C o] vs /W E eoX /v 8Z]e }V(IPU@E 3] W JKEE C (W ]} W /WE

E ¢« 8} §Z }vv 8]}v E}I EGX dZ E (JE U } S0 *uPew}&S (JE wupo
HEE V30C *P%%}ES SZEIUPZ §Z > }+3E u ' 3 A CX



/[ved 00]VP 8Z > }e8E u 'S A C

> }eSE u '8 ACITiIMT v Jved 0o }v VG AJESYUWOP}EZ %oZ G453 @ u Z
L& VE E%E]e SIVUE OX/E }% E S]VP +Ce8 u JE yuAE (& E]JA 8]A |
ou >JvpAE K~X

dZ > }*3E u 'S AC } e+ v}S]ved 0o }v VSEK~M 83}EXVC }8Z E >]v|

tZ v EuVV]VP 8Z > }«3E u '3 A C}v u Z]v Al3ZAoQuiliSC EEI}uE -
« AE o uJvps « §} Ju (nHooC (pv 8]}v oX /( JVRB@& }wv SSNW SZE}
$Ju }usU A 18 (JE 8 v 8} (](8 v u]lvpsd « v SEC 8Z }vv §]}v P JvX

z}p } v}S %% 0C 0] ve S}

5
JvOop > }+8E u'EAC *u%%}E
E}l EX

ATJvP 8Z > }+3CE u ' 3§ AC

SE u' & ACUBup(X z}pE >
EPE § GCHEE}WW-EBvu ' & A

dZ vpu & }( }vv Jve

5] Z Vo C}v > }wSECuszs A C ]
Wh AJo o Jv 3§z u Z]

\Y
§Z v Al §Z1(8Z v §A}EIX

< ux

Z s
v

tZ v pue]JvP 3Z plosdr]v ,dD>fA A] A EU 3Z > }+3@ w0 & ASZ [BWU «
SEU v ~r « E ve §} ,dD>AX dZ E (}E U (dOpi &) AP AZ v plo r
% E}A]+]}V]VP 8Z u Z]v 8Z 8§ AJoo Z}+*3 CIHE >ule ZE Wth ' $X% }€Y 000)
D Z]v » A]§8Z Z]IPZ E Wh *pu%%}ES u}E& +Jupod v }ue }vv 3§]}veX

dZ E}D Z]JvU sU v ~Co o}y t}EIs §]}v ,dD>A s] A E+ E 3a
(JEA E ]*%0 C % E}8} }oeX dZ > }¢3E u '3 A Cod 3}v)EDSEXV0 3

&}E % }ESIr(JEA E ]*% 0 C % E}5} }o SE ((] U & ]+ WhEG oBJAXSZV >
§Z]e <+ U $Z o0]Jul]S]JvP ( S}CE (}& $Z vpu E }( *JuposSov } > }vv S]Hh
*]JvPOo > }+8CE u '3 AC ] ( B3}E }(5z v Al 82 }(8Z v SAYEIX

§ u]v]JupuU > }eSE u E }luu v W

x 1}E u}& Whe }JE A Whe 3 1iXdA ', 1 }E Z]PZ &
x &' }(zZD

X 0 }( e A %o * %o

x 11" Y (E ]l

Z P @E 0 }(3Z <]l }Y(8Z u Z]vU > }eE8E u @ *Juposd v }uEJupu }(
Jvv §]}veX d} Zvo o EP E VA]JE}vu v3eU Jves ow upod]épo > }<3E
ov & 8} ]*3E] us8 pe E }vv 3]}ve SA v BRVIIRUQIE]WP > Gu3&E Eu~-
'S AC ouxs E-




tZ v pe]VP 8Z > }+SE u ' 8 A C 3} %)} ESr(JEA E-Uo§ZviP & A G+%o0 C
% E(}EuUs | Ev or « %}ES (JEA E JvPU AZ] Z %0 VvPASEC 0]330 «
PSACXz}p v Al A3Z Wh ]JvP pe C $Z > }dWmuE 3 AVP AZ]o
3 0]°Z C ujv]3}E]vP 3Z }ud3%us }( 3Z (JPOoFAVvP }uuv }v §8Z P

top -d -1

« JU%)}ES vE + §Z Wh 00} & &} 8Z > }e3E u' & A ClpBZ v A]
v SA}JEIX d} u AJu]l 8Z vpu E }( *Jupod v }ue vV CSTMr@®EZ & v
> }e85E u'3ACU vep® 3Z 3 CIuE v SA}EI Jv op « p((] ] vs v A]

Kvo]Jv /veS 00 S]}v Vv h%PE -

(

§ E ploJvP v % S]vP CIHE ¢ }% E S]VP «C < JU-SEQv GZuE} o«
> }e§

E u's ACX

curl http://downloads.leostream.com/gateway.sh | bash
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apache ALL=(ALL) 'ALL

apache ALL=NOPASSWD: /ust/bin/firewall -
cmd,/usr/sbin/conntrack,/usr/bin/htpasswd,/usr/sbin/reboot,/usr/bin
/leostream - gateway

Defaults !requiretty
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ESTABLISHED src= gateway -ip dst= desktop -ip sport=47606 dport=3389
src= desktop -ip dst= gateway -ip sport=3389 dport=47606
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ESTABLISHED src= client -ip dst= gateway -ip sport=53889 dport=42966
src= desktop -ip dst= gateway -ip sport=42966 dport=53889
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